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The National Cable Television Association ("NCTA") hereby submits its reply comments

in response to the Notice of Proposed Rulemaking in the above-captioned proceeding. 1 NCTA is

the principal trade association of the cable television industry in the United States, representing

cable television operators serving over 80 percent of the Nation's cable television households,

over 100 cable programming networks, and manufacturers of cable set-top boxes, cable modems

and other cable equipment.

In the Notice, the Commission proposes, among other things, to "simplify" its existing

equipment authorization process by deregulating requirements for certain types of equipment.2

However, recognizing that its Part 15 requirements play an important role in reducing

opportunities for cable signal theft, the Commission also proposes to upgrade its equipment

Amendment of Parts 2, 15,18 and Other Parts of the Commission's Rules to Simplify and
Streamline the Equipment Authorization Process for Radio Frequency Equipment, Notice of
Proposed Rulemaking, ET Docket No. 97-94, released March 27, 1997 ("Notice").
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authorization process from notification to certification for cable system terminal devices

("CSTDs") "to ensure against marketing of such devices for theft of cable service.,,3

As we said in our comments in CS Docket No. 97-80 (the "Navigation Devices"

proceeding), as a general matter the Commission's proposals to reduce Part 15 regulatory

requirements have merit and we support them as long as nothing is done to eliminate any rules

upon which the Commission relies to protect against signal leakage and other harms from

subscriber-supplied CPE. Of equal if not greater importance, we support the Commission's

decision to require certification of CSTDs to guard against the ever-increasing threat of cable

piracy. In this regard, we also support a number of proposals made by Time Warner Cable

("Time Warner") regarding specific procedures which should be adopted with respect to CSTD

authorizations that are also aimed at reducing opportunities for the manufacture and distribution

of equipment used to steal cable service.4

In its Comments, Time Warner urges the Commission to adopt the following procedures

forCSTDs:

1. Applicants seeking FCC equipment authorization for any CSTD should be
required to provide a detailed description of the features contained in the
equipment for which approval is sought which are designed to prevent
unauthorized access to programming, and to prevent unlawful
modification of the equipment.

2. Applicants seeking FCC equipment authorization for any CSTD should be
required to detail steps taken to ensure distribution of the equipment by
legitimate cable equipment distributors, ~., so equipment cannot be
altered and then distributed on the black market.

3

4

Id. at lJI18.

See Comments of Time Warner Cable, ET Docket No. 97-94, filed July 21, 1997.
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3. The Commission should modify its current certification process as applied
to CSTDs to provide that CSTD authorizations will not become final until
60 days after the public notice of the application grant is published.

4. The Commission should adopt a presumption that entities shown to have
any affiliation with any party which has engaged in unlawful theft of
service activity within the past ten years may not obtain FCC authorization
for any CSTD.

5. The Commission should establish an expedited procedure to revoke an
authorization where it can be demonstrated that the company or its agent
has engaged in illicit theft of service or piracy activities.s

Time Warner's Comments discuss in detail the cable signal theft problem that prompted

its proposals and we need not repeat those arguments. Suffice it to say that Time Warner

presents a compelling case for adoption not only of the Commission's proposals, but also of

additional safeguards along the lines of those it proposes. In this regard, however, two of the

Time Warner proposals may raise potential troublesome concerns for legitimate manufacturers

unless clarified or modified.

First, the proposal that CSTD authorizations not become final until 60 days after the

public notice of the application grant is published is intended to give the public an opportunity to

examine applications and bring to the Commission's attention any evidence that the authorized

equipment is intended to be used for illegitimate purposes. Presumably this proposal was

prompted by the lack of a process for pre-grant public scrutiny of applications and the dearth of

information required in those applications -- both significant concerns.

While the concerns that prompted the "60-day" post-grant reconsideration proposal are

valid ones, the proposed solution also raises concerns for legitimate manufacturers who desire to

get their product to market as soon as possible following FCC authorization. The Time Warner

5 Id. at 9-10.
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concerns and those of the manufacturing community can be accommodated if the Commission

were to require more information in the CSTD application and were to put the application out for

public comment before it could be granted. During a reasonable pre-grant period (~, 30 days)

the public should have the opportunity to examine the application except for materials deemed

proprietary or otherwise not suitable for public inspection. Interested parties could then bring to

the Commission's attention any information which would indicate that grant of the application

would not be in the public interest. This procedure would be a significant improvement over the

minimal opportunity the public now has to comment on applications, especially if accompanied

by requirements that the applicant include more than a pro forma certification in its application.

Second, the Time Warner proposal that CSTD applications include "a detailed

description of the features contained in the equipment" also addresses the laudable goal of

reducing the opportunity that the FCC's processes will be abused by cable pirates. While, taken

in context, it seems clear that the information Time Warner proposes be included in CSTD

applications does not include proprietary information, in adopting this proposal the Commission

should make clear that such information need not be disclosed to the public during the pre-grant

review process discussed above. This clarification should assuage the concerns of legitimate

manufacturers while increasing the amount of information available to the public prior to grant

of a CSTD application.6

6 Time Warner (at 9) suggests that the Commission "adopt a standard that prevents unscrupulous
companies from manufacturing substandard terminal equipment.. .." In the context of its proposal,
we do not read Time Warner's suggestion as seeking FCC technical standards, but rather that the
Commission establish its own internal guidelines for reviewing CSTD applications, require more
information in the application than is currently required, scrutinize applications carefully and
permit public comment on them, all with the salutary goal of reducing the opportunity of abuse of
the FCC's equipment authorization processes.
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The cable industry has battled a pervasive and well-organized piracy problem that is

estimated to cost $5.1 billion in lost revenue each year.7 In one recently reported incident, the

piracy scheme was based on modifying stolen "plain Jane" (non-security) CPE, which was not

otherwise available to the perpetrators in bulk,8 Indeed, history has shown that with every

advancement in cable set-top technology and the widespread deployment of the equipment, cable

pirates have found new ways to defeat the security.9

The huge embedded base of analog equipment is vulnerable to attack through tampering

or the attachment of illegal devices because many of the scrambling or encryption techniques

used are relatively unsophisticated. Even addressable analog boxes have been compromised by

thieves well-versed in electronic circuitry, forcing operators to institute electronic

countermeasures and other methods to fight piracy.lO In the worst case, a wide scale security

breach results in the costly replacement of the scrambling technology at the headend and a

change-out of each descrambling unit in the customer's home.

7

8

9

10

NCTA Office of Cable Signal Theft 1995 Survey. The survey was distributed in July 1995 to a
random stratified sample of 400 cable systems. A total of 90 systems (23%) reported statistical
data based on 1995 data. The systems responding represent 12.7 million homes passed and 7.6
million subscribers. Projected into the cable universe as a whole in each system-size category
produces estimates of over 10.5 million illegal non-premium and 5.9 million illegal premium
users. Using estimated monthly average rates, the piracy loss translates into over $5..1 billion in
unrealized revenue annually (not including unauthorized reception of pay-per-view
programming), or almost 20% of gross industry revenue in 1995.

See "Crossed Wires: Cable Pirates Sought Plunder but Blundered Into a Major FBI Sting," Wall
St. J., May 12, 1997 at AI, c.6.

In this regard, we attach to these reply comments a compendium of news reports illustrating the
magnitude of the signal theft problem.

See M. "Five Arrested in Raids on Alleged Cable TV Theft Ring," Los Angeles Times,
February 14, 1997; "Cablevision Rounds-Up Pirates," Broadcasting and Cable, February 17, 1997;
"A Public-Private Prosecution Prevails," New Jersey Law Journal, February 17, 1997:, "Gunmen
Rob 300 Boxes in New York," Multichannel News, May 6, 1996.
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Given this history, the Commission has correctly decided to strengthen its CSTn

equipment authorization rules. The absence of any comments opposing that proposal in the

initial round of this proceeding is evidence that problems exist which the Commission's Part 15

rules must continue to address. Time Warner's salutary proposals rest on a similarly valid basis.

CONCLUSION

For the reasons stated above, the Commission should adopt the proposals advanced in the

Notice with respect to CSTD certification as well as those in the Time Warner Comments as

modified by the suggestions herein.

Respectfully submitted,

Wendell H. Bailey
Vice President, Science & Technology

August 18, 1997
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mission is engaged in a rulemaking to create

a retail market for descramblers, so that con-

sumers can purchase set-top boxes just like

they do with telephones. This idea concerns cable security directors, who

are urging the commission to limit the retail market to digital set-tops,

where they'll at least have a fighting chance against pirates.

The opening of a retail market, while a potentially

positive development for consumers. threatens to

lend legitimacy to peddlers of unauthorized

descramblers, who already claim that their practices

are legal. The result could be a catastrophic wave of

signal theft on top of what's already a $6 billion

annual problem. The FCC must be careful not to

open the floodgates to piracy, and it should do

anything it can to support law enforcement

efforts. At the least, it should send a loud, clear

warning that signal theft is wrong.

instructions. Lucky me.

This is just one of many piracy pitches on the ragtag supennarket of the

Internet. Many of the Web sites selling cable descramblers are laughable,

others are disturbing. No matter whether the

advertised devices work or buyers heed the

retailers' disclaimers, this online wave helps

promote the notion that ripping off your

cable operator or satellite programmer is fair

game. (See story. page 18.)

Now the Federal Communications Com-

I
keep getting these e-mails telling me how, for a small fee, I can learn

how to steal cable service with under $12 of parts from Radio Shack.

Even though the e-mails sometime are signed by different people, each

tells the same dopey story about how this guy watched the Tyson-Holyfield

pay-per-view fight with his buddy's illegal descrambler, then made the

brilliant discovery of replicating the technology for a measly $12. And now

I too can learn about this breakthrough if I just send in $12 to get the

\

\
\
\
\.\

\
\ ------L----

The FCC should issue a loud
anti-theft warning

Sink the
Pirates

navigator

4 CABLEVISIONJUNE 16, 1997
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Crossed Wires

Cable Pirates Sought
Plunder but Blundered
Into a Major FBI Sting

A Bold Attempt to Corner
Market in Descramblers
Is Sunk by Secret Camera

Moving Those Hot 'Pancakes'

By MARK ROBICHAVX
Sla!! Reporler of THF. WALL STREF.T JOURNAL

In a Kenilworth, N.J., warehouse filled
with illegal cable-TV boxes. Frank Russo.
a suspected kingpin among cable pirates,
was asked by an undercover agent if he
was afraid of getting caught by the author­
ities. His reply: "The only way they'll
catch me is if they have videotape of me."
Nearby. a hidden video camera silently
captured the moment.

That tape and other evidence has fi­
nally brought down a cartel of cable
thieves who brazenly joined forces not just
to rIp off cable companies: They plotted to
corner the U.S. black market in illegal
descramblers. which allow consumers to
tap into cable without paying for it. Over
three years. the pirates built a sophisti­
cated money machine to bUy and sell
mil.lions of dollars in illicit equipment
whIle leading investigators on a wild ride
across three continents. according to au­
thorities.

But last year. the ride ended. The U.S.
attorney in ;~ewark. N.J .. and the Federal
Bureau of Investigation unsealed a 92­
count federal indictment that charges peo­
ple In four states with mail and wire fraud.
money laundering and the transport of
millions of dollars worth of stolen and
doctored cable boxes. Dubbed "Operation
Cable Trap" and filed in U.S. District
Court in New Jersey, the case details a
complex. underground web of fellow pi­
rates and sham companies that Mr. Russo
and others cultivated to help hundreds of
thousands of Americans steal cable-TV
signals.
Felony Indictments

In all. 15 people. including Mr. Russo
and a top accomplice. Trey Prevost. have
pleaded guilty to felonies. The inquiry
continues and more arrests are expected.
Both men face lengthy pnson terms and
will be sentenced this fall. None of the
defendants named in thl' criminal case
would comment on their involvement.

The FBI and the U.S. attorney' 'hooked
a big fish and they just let the line run."
says Jim Allen. who heads the office of
cable theft of the National Cable Television
Association. a cable trade group.

NAy 12
A large part of the government's case.

say federal prosecutors. was put together
wllh help from Amenca's largest cable­
eqUipment maker. General Instrument Co.
of Chicago. In an elaborate sting, both FBI
and General Instrument undercover
operlj.tives Infiltrated the cable-piracy
ring, then shadowed Mr. Russo and his
associates as they arranged for him and
others to buy cable boxes, known as "plaIn
.lanes." from General Instrument. Mr.
Russo's mInions would then take the
boxes. fit them with chips that allow
viewers to illicitly unscramble premium
cable signals such as movie channels. then
resell them at huge markUps on the black
market. Abox that cost Mr. Russo as little
as 535 could be sold for as much as 5300; the
lure for customers - beating, forever.
monthly cable-TV fees.

Mr. Russo's partner was Novaplex, one
of several businesses operated by the
30-year-old Mr. Prevost. allegedly an even
bigger pirate with operations based in Sun
Valley, Calif. Together and separately. the
government says. they and others planned
and r:m operations that. during the three­
year period. bought and sold several hun­
dred thousand illegal cable converters val­
ued at about S100 million.

The cable thieves never failed to show
moxie: Once they even stole from the
police. In a 1994 heist described in the
indictment. they broke into a Los Angeles
Police Department evidence warehouse.
and made off with 3.500 converters. which
Mr. Russo allegedly sold for 5250,000. court
documents state. Mr. Russo and his associ­
ates zipped around on a 36·foot Mirage
powerboat bearing the name "Pirate 1."
which was moored at a Fort Lauderdale.
Fla.• marina.
An Old Problem

Stealing cable service has been around
since the industry started, It is a market
fueled largely by unrepentant customers
who don't mind splicing a cable wire for
basic service or paying as much as 5300 for
an illegal converter box that gives them
hundreds of dollars a month in free
cable. premium television and pay-per­
view movies. Thieves siphon off an esti­
matedSS billion annually in lost revenue.
and cable operators claim the problem is
only getting worse. as subscriber growth
levels off in the wake of satellite-dish
competition.

cable is also fighting a public percep­
tion: that stealing cable really isn't steal­
ing. "People who would never go into
Blockbuster and stuff a video in their pants
have no problem taking this little black box
and stealing cable," says Mr. Allen of the
National Cable Television Association.
"They can get one shipped to their door
from an SOO number. so the stigma is
removed."

Indeed. teday's black·box pirates are
more sophisticated and organized than
ever. selling boxes In bulk through tiers of
distributors and retailers who. in turn.
advertise descramblers on the Internet
and in newspapers and magazines. In a
recent issue of Popular Electronics maga--.. _....- '"

zlne. one ad reads: "Are cable companies
sucking you dry':" Above IS a plcture of a
vampIre.

Of the wholesale pIrates. the govern­
ment indictment states. Mr. Russo. ~!J. was
among the biggest. A North Miami Beach.
Fla.. businessman. he operated out of a
number of South Florida warehouses. In
cluding two In Port St. Lucie. through a
company called Leasing- Ventures. HIS

forte: figunng out how to get his hands on
hug-e numbers of cable boxes, some illicltlv
manufactured. others stolen or bought (a"s
those In the General Instrument sling) bv
ruse or chIcanery from legitimate sup­
pliers. He also supplied "pancakes" - a
more sophisticated kind of descrambler
that sits atop a plain-Jane converter and
allows free access to a VIrtually unlimited
supply of premium-cable programming.

Mr. Russo certainly found himself
busy; as cable rates climbed in the early
I990s. demand for the illegal boxes soared.
Mr. Russo. according to the indictment
against him. started out buying shipments
of stolen boxes. sometimes through cable-

company employees. In one incident de­
scribed in the indictment. he sold more
than 3.000 cable converters that were
stolen from a truck bound for a Scientific­
Atlanta Corp. warehouse in Arizona. Street
value: S400,OOO.

As early as 1992. Mr. Russo's business
had grown into a family operation. accord­
ing to the indictment. and included his
wife. Joann, 42. who issued wire transfers
and checks. and son Frank Jr.. who worked
at one of several Russo businesses.
A Turning Point

General Instrument came into the pic­
ture when the senior Mr. Russo. to help
stabilize the erratic supply of boxes. made
a move on the cable·equipment supplier.
One day in February 1993, Stan Durey, the
company's director of security programs.
got an unusual call from a former General
Instrument employee who had worked in
sales in Latin America. The man talked
excitedly about opportunities in supplying
cable boxes to budding Latin American
markets. "He kept pressuring me - which
was very uncharacteristic of him-to come
meet his partners," Mr. Durey says in an
interview.

Mr. Durey and Philip Deming. a Gen­
eral Instrument security consultant.
agreed to meet with the man and his
partners at the US Air Club at New York's
La Guardia Airport.

Mr. Durey says he was introduced to
Mr. Russo, who identified himself as the
president of the start-up company that
wanted to bUy the boxes to supply Latin
American cable operators. Dressed in a
black shirt. black suit and wearing a signet
rIng with the initial "F" made of eight
one-carat diamonds, Mr. Russo drank
scotch and smoked throughout the meet­
ing. Mr. Durey says.



Genera! Instrument. like most lelntI­
mate cable-equIpment suppliers. vets Its
customers. precIsely to keep Its boxes out ,
of pirates' hands. When Mr. Durev re­
mmded Mr. Russo of his company's stnct
backl1:1"ound checks on new distributors.
the presentatIOn quickly evolved to.
"What's your price?" Mr. Durey recalls.
"He told Mr. Deming that we could be
rewarded for looking the other wav." The
offer: S2 million for nine million cable
converters. Mr. Durey says. The two men
flatly refused the offer and left.

Soon alter. Messrs. Durey and Deming
met with FBI agents - whom they had
approached months earlier about general
theft in the cable industry - to alert them of
the bribe offer. The FBI, pursuing leads on
its own cable probes. arranged a meetmg
with federal prosecutors in New Jersev_
"We traded information and agreed to
cooperate further." Mr. Durey says. "That
was the beginmng of the end."

The FBI then set its trap. Mr. Deming
went back to Mr. Russo and sold himself as
a General Instrument turncoat who could
be bought. He says in an interview that he
told Mr. Russo. "Durey doesn't under·
stand the value of a dollar." Since the FBI
already had an undercover cable operation
at a warehouse in New Jersey doing busi­
ness as Prime Electronics. Mr. Deming
arranged for that store to be the front
through which Mr. Russo would get his
boxes.

Initially. according to the indictment.
Mr. Deming arranged to be paid based on
the number of converters he supplied. but
later Mr. Russo agreed to pay S10.000 a
month. In lieu of payments from December
1994 to March 1995. Mr. Deming re­
quested - and received - a blue Porsctle
Carrera 11 valued at $40.000.

"I was flabbergasted at how sophisti­
cated the operation was." Mr. Deming

says. "They ran a good business: high
cash flow. good quality control. strong
marketing. Better than some legitimate
cable companies."

Soon Mr. Deming found himself with
Mr. Russo at the best tables in five-star
restaurants in New York and South Flor­
ida: ·:U was a lot of drinking and dancing.
defimtely 'dolce vita!' ,. Mr. Deming says.
"They were always well·dressed and al·
ways had plenty of cash." Once. he said.
he waited in Mr. Russo's kitchen for his
monthly SlO.000 bribe payment. His jaw
dropped when Mr. Russo pulled out the
stacks of money. hidden in the dishwasher.
"There was still a lot left inside when he
shut it." Mr. Deming says.

All along. Mr. Russo kept an eye on
business. One night in New York. Mr.
Russo picked Mr. Deming up in a chauf·
feured limousine to go test a new de­
scrambler in houses and apartments
around Manhattan. The homes were
owned by friends of the limousine driver.
whom Mr. Deming described as "an at·
tractive young lady." In most of the
houses. the descrambler worked. but "not
to Frank's liking," Mr. Deming recalled.
"The next day Frank shipped it back. and
an engineer had it working in 10 days."

Paper Worries
Alter several months. the l{ussos began

to worry about covermg theIr paper traIl to
:'I1r. Demmg and Prime. even though the I

busmess frequently used false invOIces
and the Interstate shipments of huge sums
of cash. according to the mdlctment. To
hide the bribe payments. the Russos cre­
ated a fake company. Hanson Corp.. which I

would receive payments for Mr. Demmg
from the Russos' firm. Leasmg Ventures.
and prOVide false inVOIces. the indictment
states.

In July 1994. Mr. Russo attempted to
hIde his trail completely. He flew to the
Cayman Islands to set up an offshore bank
account to camouflage the transactions.

There. Guardian Bank Chairman John M.
Mathewson Issued Visa Gold credit cards
that permitted Mr. Deming to have access
to the Hanson account anywhere m the
U.S. without revealing the ownership. ac·
cordmg to the indictment.

Immediately, the Russos deposited
S20,OOO into the account. Each month
Guardian Bank accepted a check fro~
Leasing Ventures for $10.000 made out to
Hanson Corp. Mr. Mathewson also pro·
vlded back·dated invoices that gave the
appearance that the check was for cable
equipment. There was only one glitch in
Mr. Russo's ruse. according to the indict·
ment: A Deming associate who had flown
with him to the Caymans when he origi­
nally opened the account turned out to be
an undercover FBI agent.

As business picked up for Mr. Russo.
lI:cross the country in California. authon­
ties were shutting down another alleged
cable pirate. Trey Prevost. His company,
Novaplex. lost a Civil case with Continental
Cablevision over allegedly dealing in ille­
gal pancakes and was barred by a federal
court in California from the descrambler
b~siness, according to papers filed in U.S.
District Court in Santa Ana. Calif.
. But in October 1994, the rival pirate
f1~s teamed up. Mr. Russo hooked up
With Mr. Prevost and his chief financial
officer. Anthony Lee Marinaccio. investi­
gators believe. because Mr. Prevost's No'
vaplex still had a surplus of boxes and
steady suppliers in the lucrative black
market.

Ambitious Plans
Messrs. Russo and Prevost and a few

other defendants soon struck upon an idea:
Why not join forces to comer the nation's
black market on cable converters? The
men hatched a plan to split up the duties
and conquer the market. the indictment
against them states. Mr. Prevost and Mr.
Marinaccio. taking shipments of electrical
components primarily from the Pacific
Rim. would supply all the pancake parts
exclUSIvely to Mr. Russo and his company.
whIch would assemble the boxes. Shipping
would be handled by a Russo company

known as ZZ Packaging. Thr marketing
and retaIl sale would be handlrd b\' a flrln
In North Carolina known as :'11.0'.5. Ltd.
The~,chnstened the plan "Cable Box Cen-
tral. the Indictment states. .

Messrs. Prevost and MarinaccIO Im­
ported the computer components. the in­
dictment went on, but also used foreign
fIrms to invoice and collect funds. One
such company, Hazeltown. relPstered In

Dublin. v.:as used to hide Mr. Prevost and
Novaplex s role In the importation of cIr­
CUit boards mto the U.S. Hazeltown's bank
account In London was used to collect
wIre· transfer .payments from Novaplex's
domestic retaIlers and to make wire-trans­
fer payments to suppliers of pancake
chIps. including a company called Digitek
In New Jersey.

As the investigation unfolded, FBI
agents made a Simultaneous raid on 30

homes and businesses m seven states,
harvestmg months of undercover work. Bv
the summer of last year. prosecutors de­
CIded to indict the defendants with the
eVIdence they had gathered. Besides
Messrs. Russo and Prevost. the indict­
ments snagged Mr. Mathewson. the Cav·
man Island banker. and Mr. Marinaccio.
the ch~er fmancial officer of Novaplex.
Accordmg to plea agreements filed in the
case. Mr. Mathewson. has pleaded guilty to

.various counts of mall and wire fraud and
money laundering; Mr. MarinaccIO
pleaded guilty to various counts of cable
piracy. Both await sentencing.
. And the U.S. attorney's office isn't
flnJshe~ yet. Prosecutors are now chasing
even bIgger fish. with possible links to
orgamzed crime. Assistant U.S. Attorney
John J. Carney says.. 'If you're a pirate. be
scared."
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Security Experts: Internet Awash in Cable Pirates
B Y J 1 ~t BAR THO L D

There's a lawless anarchv to the
Internet that gives it an appealing­
air of danger: It's the attraction at

walking just on the border of legality, or.
in some instances. stepping over that bor·
der with impunity.

That lawless nature has spawned at·
tacks from cable pirates. Advertising
"free cable n~ and "S10 cable TV de·
scramblers," those pirates have inundat·
ed e-mail with scams, according to indus·
try security experts.

A recent letter from "Cableguy" in
Folsom, Calif.. offered "ALL the premium
movies & pay-per·view channels and
events in your home every month" to
peopie who sent S10 to a post office ad·
dress. Cableguy promised in his letter to
provide information on how to use Sl~

worth of parts from Radio Shack to build
a cable TIT descrambler.

Earlier this year, Brad Elder in
Oklahoma City promised "ALL the
Premium Movie Channels. Pav Per View
and Adult Entertainment Cha~nels for ...

FREE. FREE. FREE!" He wanted S12 for
his build-it-vourself instructions.

Both wrote involved stories about the
wonders of receiving free cable and how
illegal boxes could cost as much as S3oo.
And both offered caveats that indicated
that their offers weren't necessarily per·
fectly legal.

"Most of the stuff we've seen so far
has been scam-like:' says Jim Allen, di·
rector of the Office of Cable Signal Theft
(OCm at the National Cable Television
Association. 'That 'build your own' thing
might work in a very small percentage of
positive trap systems in the United States.
but overall it will not work everywhere
and it's single channel and it's somewhat
misleading. It's more of a scam than it is
factuaL"

Stan Durev, security director in General
Instrument' Corp. 's' Communications
Division. followed Elder's instructions.

"What Brad purports to sell is a de­
scrambler," Durey explains. "Having built
one of the devices that Brad sells. using
plans like the ones Brad sells, what in fact
one ends up with is a tunable FM filter. If

you happen to be on a system using positive
trapping technology it is plausible that you
could us that device to tune out an interfer­
ing character on a scrambled channel."

Along those lines, Durev says GI is ex·
ploring ways for the Fede'ral Trade
Commission to look into that sort of illicit
advertising on the Internet. much as the
company has pursued pirates that adver­
tise in magazines. Allen says the OCST
has dealt in a straightforward manner
with the Internet services that happened
to carry the materials.

"The online service providers have
been more receptive to our request than
the print publications have been," he
says. "The other thing I've found is that
the federal government has been recep­
tive to our inquiries and concerns about
this type of advertising."

Durey and Allen agree that the
Internet offers a gTay area in which those
types of pirates move around.

"These people kind of feel that thev
deal on the fringe of the law and societY

See Pirates on page 36

Now you see it. Now you don't.

22

TLC scrambles its signal beginning July 7th.

To make sure that you don't lose TLC in the scramble, call our scrambling hotline today at 301.652.7904.
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! Security Experts: Internet Awash in Cable Pirates
I Piratesfrom page 22 A sting World Wide Web site. he medium as a place to buy black market

I
adds. would be educational. equipment," Durey laughs. Mit would

and what have you," Allen says. MIt's ai- "If a subscriber were to receive a let- hopefully create a lot of chat traffic,"
I most like a natural vehicle for them as ter in the mail or an e-mail that said. But for now. neither Durey nor Allen

I
far as putting their wares on the Thank you for your recent inquiry into is chuckling about: the potential for trou-
Internet: our Web site in which you expressed an ble that the Internet offers

I
Irs also almost a natural vehicle for a interest in cable si~naJ theft devices, "Are we going to see more of il'~

Msting~ operation, Please be advised that ". ' " Allen asks rhetorically, "Probably, It's
I "We have entertained the notion of From there. the missive would idenli· kind of a wide open territory at this
I creating Web sites of our own to fmd oul fy the Web site's owner and advise the point."

I
who out there is shopping around for subscriber of possible problems under Adds Durey: 'They certainly occupy
things." Durey confides, adding-, "we state and federal laws. that same fuzzy gray area on Ill{' \Veb as '

I
, would not do that with the intent of "If nothin~ else. it might al least help porn sellers, I don't see any lawful pur·

bringing action against them," discredit that particu lar advert ising pose lor their presence." G:l

36 M.y 12. 18871 C8bl. Wortd
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Illegal receptors '
Joseph Scott Cantwell of Fair Oaks

was arrested Friday at 6 p.m. after he
was found with 24 illegal cable,system
defeaters. The high tech elcctronic
devices jam cable safety mechanisms
and allow reception of unpaid stations.

Cantwell's passenger, who was
wanted on a no-bail wmant, was found
looking into UPS.rrucks in the lot on
Siem. Meadows Drive: '

... , '" ...

- A search of the truck rovealed a
parol agent's badge and eo forsed iden­
tification card with Cantwell's photo.

---..,-;' --.,---- L
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NCTA Estimates Loss to Piracy at $5.2B

(Doing more with less and other budgetary miracles.)

IFE Exec Polevoy
Dies of Cancer

V !RGINIA BEACH, VA. ­

Roy Polevoy, 50, vice
president of creative

services at International Fam­
ily Entertainment Inc., died of
cancer on March 29.

Polevoy, who joined lFE in
January 1996 as creative direc­
tor and became vice president
a few months later, supervised
the creation and production of
on-aiy promotion spots, print
ads and graphics for The Fam­
ily Channel and FiT TV: Doug
Symons, IFE's vice president of
marketing, praised him for
bringing "focus to our on-air
and t'Onsumer communications
with the 'Just Watch Us Now'
campaign."

Before IFE, Polevoy spent 20
years at ABC Inc., where he
Was vice president of on-air
promotion for ABC Entertain­
ment and vice president of pT!>.
gramming for the ABC-owned
stations, among other posi­
tions. Prior to ABC, he was re­
search director for RKO Televi­
sion's CKLW-TV in Detroit, and
a media buyer at Ted Bates Ad­
vertising.

He is survived by a daughter,
his mother and a sister. IICN

tee, which conducted the sUlVey
during late 1995 and the first
six months of 1996. "But, make
no mistake: Pay-per-view piracy
is beroming more widespread."

Mike Bates, head of security
for Continental Cablevision
Inc. in LoB Angeles, agreed that
the revenue-loss estimates
were "conservative," since a ca­
ble pirate will easily steal the
equivalent of the two or three
PPV events that "honest" cus­
tomers routinely order each
month.

Bates said cable pirates have
evolved along with the indus­
try, and they now willingly pay
for basic service in order to
have the Dleans to steal high­
dollar PPV events.

"It's pay-.per-view that moti­
vates them now, not getting
HBO [Home Box Officel or Cin­
emax," he said.

Raising the specter that the
cable industry's theft problem
may be larger than projected
was news that the NCTA's
study was skewered by the fact
that only 90 "usable" surveys
were returned from a random
sample of 400 member compa­
nies polled. The systems re·
sponding represented 12.7 mil­
lion homes passed and 7.6
million cable subscribers.

"A majority ofcable operators
don't have any idea about their
cable-piracy problem," Astarita
said. "'lbey have the view that,
'It's not me.m IICN

said the study represents only
the tip of the iceberg, since pay­
per-view revenues siphoned off
by thousands of illegal set-top
decoders are not included.

'"!bat pay-per-view figure is
harder to get your arms
around," said Bob Astarita, vice
chair of the NCTA's Coalition
Against Signal Theft Commit-

-_..CMu
• Tuco...:..c.nllOMl.
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and
happy.
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jumped from $17.95 to $23.07
during the years surveyed;

• A larger percentage of
homes being passed by the in­
dustry provided more opportu­
nities for cable pirates; and

• There was an increase in
the number of premium chan­
nels taken by each household.

Industry experts, however,

So pack your bags and

~ open yollI Jllind

3 1 2 .634 - 2 3 3 0 .

in the biz at the 1997 National Management Conference,

presented by Women in Cable &: Teleoommunications.

less. Join us for tbree days of career leaming with the best

smarter in an era where everyday bIilliance is a must. How

to team.up with the light people for the right tasks. And

Qk.
how to thIive, not jllst SUIViVe,by doing more > • fl". with

·lt~
\\ ~ \'

quart;eibytheend:al the day. Come leam how to work

WORKOUT

-~ So wbat.mse is new?Another day. another budget

cut. And a -bigbet goal to re8cbby year end, bV next

that the value of pirated basic
and premium services jumped
by $400 million a year between
1992 and 1995.The NCTNs last
sUlVey quoted total lost rev­
enUeB of $4.7 billion a year.

An analysis of the data re­
vealed three primary reasons
for the increase in lost revenues:
• Monthly basic cable rates

SI\ARTEST

to make your boss
bean counters

THE

SOLUTIONS. NO. 1 IN A SERIES Q

How
the

By JOE ESTRELLA

Cable piracy accounted for
$5.2 billion in lost rev­
enues in 1995, or nearly

20 percent of the industry's an­
nual take, according to a nation­
wide sUlVey unveiled last week.

The National Cable Televi­
sion Association study revealed
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Jim Allen. director of the National
Cable Television Association's signal­
theft omce, said the electronic coun­
termeasure is beneficial in reducing
pll1lcy but comes With the usual risk,
that pirates will discover how to de­
feat. it. '

"It's somewhat like a chess game
we play with the pirates," he said
''There are people working on ~
~r side oftbe fence to see how tbey
did tbis."
~ the electloDic signal i5 out

tuzziDg up residential television
screens, private tnvestiptors hired by
light promoters IDd cable operators
WIll be c:hecktDg bars and restaurants
to ensure the tilbt is being abown leo
gally.

Commercial establishments ­
sports bars, mtaurlnts, go-go bars - I
are not allowed to shDW tbe event un­
less ~ey reach a tlnancial agreement
with the promoter, said Jimmie
)luis, a private investigator and pres­
ident of the National Anti·Piracy As­
sociation, baled. in FaiJfieJd.

To act the fight. according to
Meats and Gelb. a commercial owner
bas to pay promoters $12.50 mUlti­
plied by the number of people the ea­
tablisbment holds.

Mesis said his association has a
list of businesses licensed to carry the
~t~ wm recnUt some 500 private
mvestigators tomorrow to 6nd out
who is V10Jatlng federal statutes that
protect the public display of a copy.
riIbted event.

Bunre1DaDce information then wm
be PJrned over to attorneys for cabJe
o~ lIDd.lIbt promoters, wbo
wind up coIlec:tiDg aD .mage of
$lo,~ in 6Des fIOm rJlilbUsbmems
It.eaIiDg tile Iignal. .

But tbere are other problems in
tordDC compIjance. '!'be Imemet, for·
eumple, bas mstructIoDs on bow to
build • deacrambJer. Wbich resembles
a staDdant cable box t.bat sits aton
the t.elmsjon ---:J

~~:on Whether it wW be among
tboie employing the bullet, saying it's
~ to tdegraph its punches. In
the put, Comcast has used tbe tech­
~~ disable U1ep1 boxes or to
~e:an e1ectrcmic DnprpMt to be
~.isevidenet apiDst culprits, saki
~anBob8mltb.
;'.:1me euet amount of menue lost
tbroUah resldentla1 eable theft. in New
Jersey wasn't available, but a national
cable ~tioD in WaabinICOD uti­
mated t.bat 150,000 cable aublIcribers
in the Itate may receive the IlIbt to­
DilhtwithoUt~ tor it. '

When it comes CO commercial
theft DI.tionwide,~ra InNewJer·
sey raDk among the top 10, accordiDi
to Alan GeIb, a Qlerry Hm attorney
spedalizIDg in piracy Jaw. Gelb esti·
mated tbat. 20 CO 60 percent of com­
mercial business in toe ItIte steal
1D8,jor Dgbts, and tbat ftgure i5 ex­
pected to hold tonight.

"It there is a big number of res!­
c1ent1al and commercial purcbaaes.
there IbOUJd be a biIb percentqe of
theft," Gelb said. .

. Talet said resideDtial tbeIt 'of
smictS'CID cost ftIht promoters and
cable operaUn from $10 million to
$20'miDion 10 rMDUe. Tbey hope to
IeCOUP t.bat W1t.b tile bUllet tecbDol·
OIY. In IIct, Tdet aid, put uaaae of
&he IIMr bullet OD a tat baIis bas
__ tbat b1IJ rates lorPIQ'.per·vtew
......iDcreIIed 30 to 50 percent.

'. 'I)e bullet, ICClH'CIiDI CO experts
mtbe cable IeId, is .JCCeUftJl80 to 90
pm;ent ofPJe time It is depIOY!!c!'

When UIe oscar de sa Hoya-Per­
nen -Wb1taker boling mateb airs to­
nllbt on pay-per-W, tens of tbOU­
IIIIds of New JeneyaDS p1In to duck
the $39085 cost by,ateaIiDI the Iipal.

But the eompany del1veDDg the
cbampionsbip bOut bas a counter·
punch it. belieVes will tnock out IS
much as.$20 mlDion iT' pirated~
mce in New .Jeney and aeveral
otbe~ states. It's called the sUYer bul­
let, a recocled aIIDIl used apinst lIr·
cenous viewerS tbat IeaftS a blank or
SJYJ'fIY &e1eYiIion screen.

Mark Talfet, seniOr executive Yice
president ofTVKq, aaic:l cable opera­
tors that are canymg the TVltO pro­
duction will try CO sabotage aipaIs CO
20 percent. CO 60 pereent. of the public
that have D1epl electronic black
boxes CO unscramble cable signals.

'''Ibm's gotDg CO be some anx­
ious moments in households where a
lot of people are ptberedlwi~ food
and beverap, with the IDSeDCt of
te1eViIiOJi." Tltfet sail~

~, the Iarpst cable com·
pany In New Jersey, declined com-

Pay-per-view thieves risk
the bullet and'a blank 1V
nre war on cable pjrates esca.lates tonight
By 8IrrY e.tIr
STMUDGER STAff
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Cable TV pirate's shop f9ii1ia
as-Dooce respond, t99U call
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("Silver bullet" should scare away wolves
who pirate pay-per-view fi~hts

P
romoter Bob Arum ftred the lirst
shot when he went back to
closed-circuit TV tor the Oscar

de la Hoyt-JuUo cesar Chavez nght
last June. This time, cable operators
are loading the bullet for him.

The "sUver bullet," that Is.
Cable pirates expecting to steal

the April 12 super ftgbt between Per­
nen Whitaker and the unbeaten de la
Hoya on ryKO should make alter­
nate entertainment plans for the eve­
ning, AlUm warned yesterday.
. .An.un revealed that before he

agreed to put next week's showdown
Ott P..8,Y-per-\1tw, he got assurances
rrom m*{ cable qperato~ that they
would use an expensive signal-scram­
bler known as the "sOver bulJet" to
combat cable theft.
.., "1 would have gone back to closed

·.clrcwt (without It). Nobody Is going
~'stlck me up with a gun," Arum
sMd.

. ... The commitment by cable opera·
tqrs was llnanclaUy signtfteant,
acCording to Mark Taft'et, semor vice
president ror~O. .

Operators will shelJ out in "the
mid seven-ftgures" lor use of the "sli­
ver bullet," whlch encrypts a signal so
that It can be picked up only by legal
converter boxes.

Given the projected TV gate, the
cable Industry should barely leel the
pinch.

"WhItaker.<fe la Hoya potentiallY
could be the highest-grossing non­
heavyweight light in pay-per-view his­
tory," said Talret, who negotiated the
second mlUTfage between Arom and
cable.

·Alum expects the gross could
reach $40 mWion.

"rn the beginning, with all the
heat and pubUcity thls light was
generating, we felt we had areasona·
ble shot to do arnlJUon homes (at
about $39.95)," Arum said. "We're
very conftdent that's in our gunslghta
now, and it could even exceed one
mlUion."

Last year's de la Hoya-Chavez
ftght took In about '28 rnD1Ion at the­
atres.

"People still debate whether I

Nat Gottlieb
SPORTS ON THe AIR

could have made more money on PIJ­
per-view, and tbey're probably light
that I would have," Arum said. "But [
felt you can't keep letttnc people steal
money rtom you. It wu Uke bmngl
candy store wiit! a sign ou&sJde SI3'­
lng, 'Come In, It's OKto stick us up.' "

Talfet said cable piney Is estl·
mated to account for 20 1060 percent
of the viewership on any given event.

Arum believes his maveridt move
into the theatres last year woke up
the cable Industry.

"Ob, absolutely. It's dUl'erent
when people (operators) leel they're
the only game in town. I showed that

Kit (theft) gaL intolerable (to promot·
ers), there wtre other ways to go.
That astounded them. This time, they
were thlnJdng, '111at promoter's
crazy, be's liable to do anything: ..
Arumsa1d.

Because of the anti-theft. assur·
ances, Arum, In tum, made his ftrst
multlllght commJtment with pay-per'
view, athree-bout deal for de la Hoya
withTVKO.

The "silver bullet" technology has
been U$ed In selected urban markets
tbe last &IX months on a test bams,
and Tafret said "the buy ra~ in­
creased between 30 and 50 percent. It
worked. People went out and got a Ie­
'glttmate box."

The alternative for hosts throwing
light parties could be very unattrac­
tive.

"You dont want to be home with
28 gums and au that food and bever­
age on band and have the signal show
up as snow," Tatret said.

BuJIJ-eye.
........" thelWQ.boxing

announctr, underwe~t surgery thl·, .
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S-A Wins Piracy Battle SOUNDBITES

Soun:es: Inclependent Telev1slon Commission: U. K. Cable CommunIcations AsSOCIation

6NAPSHOT. U.K. CABLE

Jan. '94 Jan. '95 Jan. '96 Jan. '97

•

•
CLARIFICATION

NumereX Acquires
Broadband Networks

Starz! has 5.! million sub·
scribers and its break-even
point is 12 million subscribe~.

not 3.5 million and 7 million. rtc'­
speclively, as reported in the
March 24 issue of Cable World.

Broadband Networks Inc., a
small Pennsylvania company
that specializes in interactive
fiber-optic networks, has been
acquired by NumereX Corp.,
a Pennsylvania-based holding
company.

spokesman quoted in the
newspaper article.

•
Online Subscriptions

Soar in 1996
Online subscriptions reached
21.1 million in 199b - a 45.5%
increase over 1995, according
10 Electronic Information
J<eport's 199ii "Online Sub­
scriber Survev." That growth
was fueled by a migration of
proprietary information ser­
vices. including the Microsoft
Network and LEXIS-NEXIS, to
lhe Internet's World Wide
Web. according to the study.

Intemational
ESPN Latin America says it's in more than 8.5 million
homes.... USA Latin America and USA Brazil will carry
Cltlbank advertising and produce exclusive programming tied
to the bank-sponsored Latin American tour of the New York
Philharmonic orchestra this summer.... U.K. regulators have
asked broadcasters for details about their plans to launch digi­
tal terrestrial TV.... Japan's Dentsu will distribute 260 hours of
HGTV programming on The Home Channel .... NBC is offering
Latin American operators CNBC as a temporary replacement
for Canal de Notlclas.... France's Generale des Eaux is ex­
pected to sell its French cable operations to Time Warner Inc.

People
Fred BristOl is executive marketing director and Jeff Storey is
broadband services director at Cox Communications ....
Trilogy Communications has named R. Jeff Morris VP-inter­
national operations for the cable, cellular and SMR markets....
Lon Troxel is COO of DMX.... Scott Perlmutter is sales/mar­
keting director for MuchMuslc's western region.... Ex-Alcatel
exec David Orr has been named BroadBand Technologies'
president-CEO; Salin Baht!a moves up to chairman.... Charles
Emley Jr. is COO of Pica Products.... Karl May is VP-GM of
Bay Networks' data-over-cable division; he succeeds Rouzbeh
Yasslnl.... At HBO. Daniel Yankelevlts is Wt~st coast director of
business affairs.... Shu}1 Utsumi is VP/GM·product develop­
ment at Sega of America.... U S West Media Group's Chuck
Ullls has joined the board of Ascent Entertainment Group....
Robert DeBltetto is executive VP of TNT Originals.

New Media
Time Wamer is launching Road Runner in Portland, Maine.... The
T, Howard foundation says it has placed 37 interns with DBS com­
panies for the summer.... AlphaStar plans to raise $100 million.

Marketing
State Cable of Augusta, Maine, serving 75,000 customers,
has been named the Kennebec Valley Chamber of
Commerce's Business of the Year.

Programming
Bell Atlantic planned to file program access complaint at FCC
March 28 against Cablevision Systems.... HGlV preempted its reg­
ular March 30 programming to air After The Flood: A Public Service
Guide from Home & Garden Television at 6:30 a.m., noon and 6 p.m.
(ED.... Clnemax's Breathing Lessons documentary won an Oscar.

8.35M
i.87M
2.28M

cating that it would undercut
Ameritech's business rates
bv 10% to 15%. The pricing
still must be approved by the
statt' PUc. Time Warner also
said it would begin to negoti­
ate a local interconnection
deal with Cincinnati Bell.
Service in Columbus. wht're
the company has an inter­
connect agreement with
Ameritech. is expected to be­
gin this summer.

•
Study: TV Violence

Still a Problem
'There has been no meaning­
ful change in violence on tele­
vision since last year," states a
study released last week bv
the Universitv of California,
Santa Barbara: The study that
looked at more than 2,000
hours of TV programming
from 23 broadcast and cable
networks also said "violence
on TV is still frequently glam­
orized and sanitized." The
NCTA. which helped sponsor
the study. said, "Clearly more
work needs to be done to deal
with violence on television."

•
Viacom Store

To Open in Chicago
Viacom Inc. will try to dupli­
cate the success of the Disney
Store and Warner Bros.'
shops by opening its first re­
tail shop in May in Chicago,
according to the Los Angeles
Daily News. The two-story,
30.000-square-foot Viacom
Entertainment Stort' will fea­
turt' merchandist' from some
of tht' company's most well­
known brands, including Star
Trek. Nickelodeon and MTV.
Viacom plans to open two or
three more outlets in the next
few years, according to a

2.78M 4.11M 6.04M
611.423 908.018 1.32M
314,381 717.586 1,41M

• HH passed
.1V subs.
• Telephony lines

lime Warner files
Telephony Tariffs

Time Warner Inc. filed rate
tariffs last week in Ohio, indi-

A convicted cable pirate has
been ordered to pay Scientific­
Atlanta Inc. $25.4 million for
selling altered set-top boxes,
according to the vendor.

A U.S. District Court in
Atlanta last week ordered
.I effrey Fenley, operating as
National Electronic Whole­
salers in Santa Monica, Calif.,
to pay SA $21.3 million for vio­
lating a federal law that bars
the sale of altered set-tops to
gain unauthorized access to ca­
ble service. Fenley also was or­
dered to pay another $4.1 mil­
lion for infringing on S-A's
trademark and false advertis­
ing. The court also issued a
permanent injunction ordering
National Electronic Whole­
salers from advertising or sell­
ing devices designed to steal
cable service.

The court ruled that using
rliscJaimers in ads for altered
boxes isn't a viable defense and
that the plaintiff didn't have to
show that the defendant intend­
ed to violate any laws.

•
Jones Computer Net

Plans To Go Dark
Jones lntercable will stop oper­
ating Jones Computer Network
May 1 and move all KN pro­
gramming to Knowledge TV.
Jones launched JCN in 1994, an­
ticipating widespread upgrades
and increased channel capacity
in the domestic market. accord­
ing to a Jones spokesman. He
added that the company may
reintroduce JCN as a digital ser­
vice when cable system space
opens up.

6 Merctl 31. 18871 CIlble World
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Paragon sways.pirates
1<? take cable amnesty

necuoits to become good ParagOil
ClIStomersfar exceeded our expcc­
taUOns,'" said Williams, aC1d1ng
that Paragon has 285,000 paying
howebold5. - '

At 'one tr&iIer' park, WiIliamll
sticl they diIcloV«ed ·that an "42
UIlits were conneded to cable, but

, only 18~ paying c:l&St6mcn.
The noque&t:lOllHlsEed,...Aumes­

ty DaY" prograJri will be repeated'
tiree1bOft tunes UIiIyear.

"We' want' people- to understand
we're DOt done," _WiUUunJ said
"Ev.eotually we', W1ll hit" every
bmma- ' , '
, Tbe .eab1eeampaily estiJnateS

that. U,OOO residftlee8 get some
type of. cable'~ - rIDgi.JIg frOm
1iBQ.Jp ,eatire RrYice - either
Ulrougll theft oc igDaraDc:e.

"It" d1fficult to convert someone
wbo'. DOt. paying.'~ he Aiel of the,
reuaJl {or the cam~ in Which
employees idellt:iQed pirates, by
climbing' poles, ,and checking
grouncHevel cable,bOXes.:

;-' 'Magon offiCialS -said cable
Ulett costt tlle company $10.8 mil­
lion 1n revenllC and robS the city of
~.OOO in !ranch. fees 8tId taxes

, annually.

Amnesty converted llinost h.alf
at Paragon ~'S l,fiZ3 cable pi­
rates to paying "bas, tbe compa­
'BY sakl in &IlDOUDeing results of a '
campa1g1l to seek out and craek
~~ iJlegil hookUps.. ,

M proto_ DO ODe wu prose­
cuted u 'a result of the company's
audit, a random review of, 50,000
'JM:lwIetIOIds tbrOUgtwut the city.

, Paraeon,~t .Navarra Wi!-
II8ms iaid WedDelday:at a news
ooaferen~. .

Cable ,thieves wbo opted to. be- .
come legal during the amnesty pe-,'
noel paid .'10 fee tor cable inStal­
lation compared wLth the $13.17
Ibatnew~ersare~ed. '
,ne company sent om mo teehn1­

daM across the Cltyon Marth 1 to
ofh!r amMSty,tbrougft ..,reb 15 to
any bousehold~ with an'

, iIlegal Cableconnectlon.
If cable piratel did DOt Wish, to

become payiDg customers, tecbn1·
aIDS simply, d!aoonnected 'their
UDlutboriZed hookup. ,

"Tbe pertentage of th~ who
cbose to convert their illegal con·
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Calif. Firm Tries to Take Sting Out of Piracy
tributor lists seized in other
sting operations nationwide.

Kijowski said the money
went to fund an internal ac­
count that will pay for other
unden:over operations as well
as additional manpower to
fight theft of service.

"Plus, if the company sees
that you're bringing in this
money. maybe it will be will­
ing'to devote more money to
security; he said.

Catching those pirating the
Ty8on-Holyfield fight in Las
Vegas proved to be decep­
tively simple. Viewers were
invited to call in and register
to win a cash prize or promo­
tional poster via a crawler
that appeared along the bot­
tom of the screen, producing
an "electronic fingerprint"
that allowed Prime Cable to
determine who was not au­
thorized to receive the event.

"ADd it didn't coet a dime,"
KijowUi said. "My response
to Stan was 'where were you
five or Bix years ago'!'"

Like most cable operators,
Gable Co-Op, the second­
llll'plt operator in the San
Fnmc:iKo Bay region, was
"relatively unaware" of the
level' of cable theft. going on
'I1Dtil a tap audit a few years
ago revealed that nearly 6
pen:ent of its homes passed
were pirating servi~.

"We were approaching the
problem on a systematic ba­
si&,- said Brad Anderson. Ca­
ble Co-Op CEO and general
JDaIIlIIleT at the 27,000-sub­
scriber system in Palo Alto.
Cali! "The problem is that a
systematic approach can also
bec:ome labor intensive."

ID8tead, it brought in SSI to
baDdle the illegal connections
its tap audit identified, and in
three years has taken 5,000
illegal set-top converters oft
the 1ltreetlI. It now stands to
get $18,000 from 12 settle·
ments currently under way
with consumers SSI caught
atMling the Tyaon-Holyfield
fight.

McGinnis said most MSOs
are still struggling with the
"failed philOtlOPhy" that CUB'

tomen forced to pay up aftel
being caught stealing pre·
mium and pay-per-view ser·
vicea will retaliate by dr0p­
ping their basic package.

IT so, he wondered, why die
tbree-fourths of the piratel
snared in the Las Vegas stinl
subsequently upgrade theiJ
cable service?

"Because they missed th'
servi~ they were getting.
McGinnis said. "The market
ing guys are worried they'r"
going to lose the $25 a manti
that penon baa been paJini
InlItead, the _ is tru.
They're becomiDg upande
bIIIIie aDd premium CUI

~--

regional distributor of illegal
set-top descramblers. When
arrested, that distributor gave
up a national distributor who
is the subject of an Federal
Bureau of Investigation in­
quiry involving the sale of $2
million a month in bogus set­
top sales.

"The impact of this individ­
ual's actions on my client
would be well in excess of $1
million," McGinnis said. "But
when this particular guy is
shut down, you're going to
have to ask yourselfhow much
ofwhat he did affected the in­
dustry nationwide."

But ssrs initial goal is to
provide an operator with an
immediate increase in C88h
flow, without any out-of­
pocket expense.

C.J. Hirschfield, vi~ presi­
dent ofindustry affairs for the
California Cable Television
Aaaociation, isn't surprised
that operators who grudgingly
accept loeing customers to le­
gitimate competitors would
take a look at SSfs servi~.

"You have to look at the big
picture," Hirschfield said. "You
have to give it a second
thought. Especially since it
doesn't cost anything up
front."

So far, SSfslist ofclients in­
cludes such familiar names as
Prime Cable, Harron Commu­
nications and TeA Cable TV
Corp., as well as larger MSOs
that prefer to remain anony­
mous.

A no-cost program that pr0­

vided a 35 percent spike in
cash flow was a "no-brainer"
for Robert Kijowski, senior
audit manager at Prime Ca­
ble in Las Vegas, a 260,000­
subacriber system where it's
estimated that 25,000 illegal
viewers are not on the books.

SSI had already produced
$27,000 in new revenues for
Prime Cable in just one
month by identifying local
residents known to have pur­
chalIed illegal set-top convert­
era. The names came from lID

SSl databue containing dis-

not one of complacency. We
know that's serious competi­
tion ... But with the right
blocking and tackling and
guerrilla marketing, we'll be
OK"

However, the Murdoch com­
petitive threat won't make
Jones rush to roll out digital
set-tops immediately. Such a
rollout could be 18 months to
two years in the offing, or
"never." Jones said.

"We feel pressured, but the
RU8lrians an! in New Jersey.
We don't have to panic," he
added.

The MSO plans to do some
marketing testa of the digital
boxes this summer.

Discussing Murdoch's ef­
forts to get additional cable
carriage for Fox News Chan­
nel. even as his DBS Death
Star is threatening operators,
Jones said, "I don't think. pe0­

ple generally want to buy bul­
lets for the gun that's going to
shoot them."

But Jones added that he
doesn't think that Murdoch
really means all ofthe anti-ca­
ble rhetoric he voiced at the
time of the EchoStar an­
nouncement. _

dime, the operator is not oblig­
ated to spend a dime. The idea
is to generate positive cash
flow that hopefully they can
use for aecurity purposes."

In addition to its free under­
cover stings, SSfs hourly and
fiat-rate services include re­
viewing MSOs' hiring prac­
tices, physical aecurity over­
sight, management and
customer-service representa­
tive training, and monitoring
enema! and internal theft.

Sometimes these company
reviews yield ancillary bene­
fits.

Like the review of three ca­
ble inatallers that led to a lo­
cal storefront that housed a

lET-TOP STlNU: secure Slgnals International S8ld It helped operators
recover $250,000 in lost pay-per·view revenue due to piracy of the

November Mike Tyson-Evander Holyfield fight.

which was ~rbated when
TCI dropped some popular
networks in some of its mar­
kets. Jones said, "Our attitude
is that except for one or two
networks, we can take off a
network and live with the
agony lof subscriber com­
plaints)."

Jones has some experien~

in this area. The MSO took
USA Network off its systems
in 1988 in a dispute over con­
tent and programming costs,
only to restore the servi~ a
few years later.

While Jones said his MSO
does have some strategic ideas
about how to get programming
costs under control, he wouldn't
reveal them or say if Jones
planned to drop any networks_
He BUggested that networks
charging the biggest rate in­
creases be pla~ on tiers, 80

that people have a choice on
paying to see them.

Regarding the threat that
the so-called Death Star
merger of Rupert Murdoch's
American Sky BroadC88ting
Inc. direct-broadcast satellite
service and EchoStar Commu­
nications Corp.~ to cable,
JoDee said, "Our attitude is

damages can reach $10,000
per offenBe.

McGinnis said that by using
551, the cable operator dis­
tances himself from the public
relations nightmare that goes
with chasing after individual
end-users.

"But we talk to these people
with the same degree of sensi­
tivity that a marketing person
would; he said. "We explain
what their situation is, the
consequen~s, and work with
them to resolve it."

SSl was formed five years
ago by a group of industry se­
curity experts, who could de­
vote only their off hours to it.
McGinnis came on board last
year.

A former Navy Seal, McGin­
nis heads a team of li~nsed

private investigators and ~r­

tified fraud examiners that
last year recovered $1.5 mil­
lion in out-of-court cash settle­
ments, took 20,000 bogus set­
top converters out of
circulation and filed 187 civil
court cases.

For its efforts, SSI receives
up to 65 percent of the funds it
recovers. The operator gets a
check for the rest - money
that can go immediately to
pad the bottom line, or fund
other aecurity measures.

"What we offer is 35 pe~t
positive cash flow, without a
~nt being spent." McGinnis
said. "But ifwe don't recover a

By LINDA MOSS

By JOE ESTRELLA

N EW ORLEANS - Glenn
Jones, chairman and
CEO of Jones Interna­

tional Ltd., chimed in last
week to voice his support for
Tele-Communications lnc.'s
efforts to crack down on climb­
ing programming costs.

Lauding Tel for its "very in­
telligent, logical and very re­
quired" effort to stop skyrock­
eting programming costs,
Jones said, "There really has
to be some discipline ". We
look to their lTCI'slleadership
.. What they're doing needs to
be done."

At a press briefing during
the National Show here, Jones
was asked about the recent
heightening of tensions be­
tween networka and operators
over programming c:oetB,

Jones Supports TCI's Crackdown

CJ\BLE

..-

W hile Evander Holy.
field battered Mike
Tyson in Las Vegas

last November, Secure Sig­
nals lntemational was scor­
ing pomts of its own against
cable pirates nationwide.

As of two weeks ago, the
San Rafael, Calif.-based secu­
rity firm said it expected to re­
cover $250,000 in lost pay-per­
view revenues for its clients,
while taking 1,500 illegal set­
top boxes off the streets, as a
result of undercover stings
conducted that night.

But what made the stings
unique was that they were
conducted at no cost to SSI's
clients under the only known
industry security program
that eliminates the roadblock
that prevents most MSOs
from addressing cable theft:
money.

"Historically, the problem
was committing the budget re­
sources for an unknown re­
turn: said SSI CEO Stan
McGinnis, the man who intro­
duced the program last year.

SSl underwrites the cost of
811 undercover sting, as well
as the expenBe of contacting
the residential cable pirates
identified and negotiating set·
tlements that average $2.000
apiece. It also covers the cost
of litigating the remaining
cases in civil court, where
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ongoing dispute reaches an un·
favorable resolution, tbe com­
pany said Tuesday.

The earnings announcement
was followed by a plunge in the
company's stock value. The
share price fell $13.75, to finish
the day at $9.50. By mid-mom­
ing today, the stock had dipped
further to $9.315.

Stock trading in CUnTrials
was halted temporarily Tues­
day when volume reached 35
times the daily average.

As recenUy as amooth ago,
ClinTrtals' stock had traded at

~ $31.25 per share.
~- _~ ~ERSTAFF ANOWlRER£J'ORTS
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RiO Bravo Cantina, a popular West
End Avenue restaurant since
1990, is 6panding in the

Midstate with three new locations.
Asecond Rio Bravo opened in the

IUvergate Mall area last week in the
former Cbi..(::b!'sMexican Restaurante
building at 1705 Gallatin Road

Marietta, Ga.,-based Rio Bravo
International Inc. Is opening two other
restaurants - one in Clarksville in early
summer anC another in Murfreesboro in
late summer. .

"Nashville's a great market," says
Rio Bravo President PbU Hickey.
"There's been cootinuallong-tenn
growth about the marketplace, and
there's a real enthusiasm. especially
downtown."

The new Rivergate store is just
around the corner from another
Mexican restaurant - EI Chico.

But meter isn't concerned about tbe
competitiou.

In every market that we have a
Rio Bravo, we have another
rex Mex competitor, and we

do wen. Theresplenty of
buslness.for everybody.

PIlI"'"~Bavo~

"In every market that we have a Rio
Bravo, we have another Tex Mex
competitor, and we do well," be says.
"There's plenty of business for
everybody."

Says El Chi~Assistant Manage­
Della Cooper: "It's going to create
competition. but we do a good Job at
taJdDg care of our guests."

Cooper adds that EI auto bas been
renovating many of Its restaurants,

,hA""o.",UU, '" W \,.u ,~ d U~ 'n U4J. dUU d

fresh coat of paint on the outside.

Wittt7,100 square feet and seating for
2.3 dln~ the Rlvergate Rio Bravo, like
the West End location, has an outside
patio f~ warmer months.
~ interviewing more than 1,000

people" the store hired 120 employees to
staff the Rivergate store for lunch and
dinner service.

Tbat'il about:the number of people
who will be employed in Clarksville and
Murfrelesboro.
'~DUmber of colleges and .

universitles in Nashvi11e bas been a good
base of,employees for us," Hickey says.

Rio Bravo's~u lDcludes a Tortma
Club &iodwicb, Vegetarian Black BeaD
Soup,~Shrimp and a Bmrlto del
Mar (8. ileafood burrlto).

lUo ~ravo lntematlonal operates 22
restaurants In six states. It was bought
by Kadsas-based Applebee's
IntematiODlll about two years ago.
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sued J.OA BDUards Club in Madi­
son, alleging that the club bad

, broadcast a University ofT~
part of an oogoingand much larg- '"It will continue until the thieves see footbaR game in August witb-
er campaign to educate customers are eradicated. It's unfortunate out paying for il
about cable lhell" that we bad to get ~to this ldDd of Using a new security system

The lawsuit marks the first tbJDg, but we just will not tolerate endOl':sed by the manufacturers of
time InterMedia bas sued area it" its cable equipment, InterMedia
homeowners over allegations of The company says 5 percent to identified potential abuse last
cable tbelt since the company ae- 15 percent of those who receive its year and sent notices to more than
quired. the local VLacom. network services may be iDvolved in ille- a thousand customers, asldng
last year. gal activity. Industrywide cable tbem to settle with the company

New Inter-Media General Man- theft is estimated to cost more for $850 each.
ager Wayne Vowell said the wm- than $1 billion a year, Vowell said. "Several 'bundred" of those
pany has been ''mocb more ag- .. Those costs are passed ()D to people bave come forward with
gressive" ill approaching those it customers, the company said. thet$850 settlement fee. Stewart
suspects are stealing the compa- "1. don't want our paying cos- said
ny's services. tomeI'S negatively influenced by The 57 individuals named in

"I will Dot have our customers them," Vowell said. _ I ~e nlost recent lawsuit have not
subsidizing thieves," Vowell said. A month ago, the company I settled with the company, be said.

-t h -~
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Cable firm sues 57, alleging illegal access
Action is InterMedia's 1st effort in area against homeowners

Bringing borne tbe point that
stealing its services is illegal, ca­
ble provider InterMed.ia Partners
has filed a lawsuit accusing 57
residentiaJ users of tapping its
service wUbout permission.

The lawsuit, filed Monday in
U.s. District Court, seeks at least
$10,000 in damages from each of
the alleged violators.

"We wanl La get the message
out that this is simply not accept­
able," said InterMed.ia General
Counsel Bruce Stewart. "This is

~

J
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APublic-Private Prosecution Ppevails
II .........

In I case thaI prt"- ]des I blue­
pnnt for public-pr.vate joint
prosecutions. the ca:.c Ie levislOn
mdustry. which c~.5 to lose
IOOI'e than S2 billion ~ ~ear 10 sig­
nal piracy. helped FBI agents
bring down the b: gzest cable
theft ring ever WICo\~.

Begun In the earl' 19905, the
sting, known as -operation
Cabletrap." led to the confisca­
tion of IJlOI'r than 50:00 illegal
conveners or descr1.IIaen - 51>-

called black boxes - II 25 loca­
bons In seven SlAtes_ The ~vem­

QlelIt IS seeking forfeiture of the
S10 million III assets CODfiscated
in the raid and of other properne5
owned by the defendAnts.

The Nauonal Cable tele.
Vision ASSOCiation provld the
federal investigators with tech·
nical suppon. In undercover
operauve and I full dossier on
the nation's lOp suspected cable
thieves.

Twelve defendants pleaded
guilty last moDtb in federal dis-

Inet coun ID Newark 10 charges
in a 93-count iDdicunem thai
included conspiracy, receipl and
sale of stolen propeny. wire
fraud. and unauthonz.ed recep­
bon and use of cable television
services. Two other defendants
have DO( yet pleaded.

James Allen, director of the
NCTA's Office of Cable Signal
Theft in Washington. D.C.• says
the success of the probe "proves
whal the cmle industry has long

.,...... '4
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APublic·Private Prosecution Prevails

of securily programs for General
Instrumenl Corp.• Ihe company which
dominltes the market for integrated con­
vcner descramblcrs - or "set-tops" ­
sold to cable operalOl'5.

MWe put together a dossier of those we
believed were pirating," says Dune. "We

Signal Theft (COS'I). a comrniw:e made
up of repn:sctJlatlves from cable franchise
operators, programmers such as
Showtirne and H80, software companies.
and hardware nlIRufaclJU'ers.

COST represenlAtives went 10 Newark
in lltc 1992 10 meet with prosecutors.
Among them was Stanley Durie. direclor

access to General Instrument convene
bolleS for bribes of $10,000 I month.

On one occasion. the Russo nng pai
lIff the undercover agent wilh I Porsch
valued at S40.000 to cover four month:
the indictment says. The chairman of th
bank in Ihe Cly"an Islands set up
VISA card along with the account so til;
the security agenl could get his bri~

money more conveniently and surrept
tiously.

The indiclJllCnl contains money·law
dering counts apillSl several defendant
including the bank«. John Mathewson I

San Antonio. who is awaiting trial.
Durie slYs Geaerll Instrumenl WI

able to boost the probe along by using tI
company's outside security Igent as I

undercover investiglIOr when members '
the ring Ipproached him in 1993.

"I was approached and inviled to me
a bUSiness panner of jj former Gener
Instrument man," says Durie. '"The form
empluyee was trying to sel me up I
someone who wourd sell oul lhe comp
nyI. So we were able to plllCC this !iCCun
agem. a former fedefal agent, as a Judas
sellout. and he stanN wming with them

General Instrument. according
Durie. also fed products to the FB I
Prime Electronics to keep the storefro
company gomg as a player that could su
ply the ring with boxes Ind components
assemble descramblm. sometimes call
"pancakes" because of their flat shape.

In Iddition to the Russo ri~

Operation Clbletrap also caught a t
West Coast cable pirlte. William '1'n:
Prevost III. PreVOSI. ,who pleaded guilty
thefl of cable services on Feb. 7. had be
operlting two complnies out of S
Valley. Calif, acconiing to ASSistant U
Attorney Gallucio.

According to the indictment, I
Russo and Prevost operalions jlli~

together In february 1994. Prevust's m

By early 1992, the FBI
had let up a storefront
business In Kenilworth
called Prime Electronics
and SecuritY Inc., run by
an agent and a local
police oUlcer.

were looking at a $250 million 10 $500
million criminal enterprise Ihal was a
RICO conspiracy. They traded with each
other. and it was very clear to us [in the
industry! Ihll they were all on each
other's Rolodell. When one gOI caught.
the Olhcrs would get him new 'II pnJducl."

Durie says he and his associalion col­
lelgucs mel with Michael
Guadagno, the veteran chief of the

----------------- frluds division in Ihe U.S.
Allomey's Oflke. along wllh other
proseculors alld FBI oflicials.
where he says lhe group lurned
over lhe,r dos""r.

Guadagno and lhc IWO a.~slSlants

who havc ~en handling Uperatmn
Cabletrap fur y"'ars, John Carney
and Donnll (J"lIuuo. say Ihey lire
not al liberty 10 dISCUSS the casc
because II is onglllng.

BUI Allen, Durie and Timpone
say Ihal Ihe new informallon
lurned lbe case mto a truly nallonal
and internallOnal operallon. The
indictRlCnt seems III bear thaI out.

According 10 Ihe charges, a nng
led by Frank Russo of North
Miami Beach, operating Ihrough a
Florida company called Venture
Leasing, sel up an offshore bank
Iccount in the Cayman Islands.

Much of the money thai was funneled 10
lhe account was used tll pay bnbcs to a
secunty agenl at General Inslrument in
lhe Philadelphia area.

The securily agent was actually a for­
mer federal agenl whll a~ree:d III pllse as
1>(lIneonc Wh<1 would hdl' lhe nng galR

i--......
~pec1Cd - l/\Il cable PllllCY is I suue­
llIIIed. organiud effort to commit sophisti­
clled technoiogicil crimcs on I Ilrge
1i.,lUICiai scale."

The NCTA's POlRt man is Wllter
T~nponc, formerly chief of special prose­
(I )Ions in the U.S. Attorney's Office iii
N :wan..

,Timpone, now I plrtner with
t.i~)rrisIOWn's McElroy, Deul5ch &
~ ulvlney, worked on cable piracy cases
ir Ihe mid·1980s, shortly aher the
1 'Iecommunlcluons ACI of 1934 was
a·.ended to upgrade cable piracy from a
n .s<lemcanor 10 a felony.

Operallon Cabletrlp had its origin in

I}e 19114. Timpone ....ys. Buyers of illeglll
l' ,nveners complained to posllll inspec­
I, !rs that they received a shoddy product
I ;1m a mail order. "What we did It thai
1 :nc was realign the victim, from the indio
\ :dual to the cable operators, who were
lile realloscrs," says Timpone.

r y early 1992, with I national invcsti·
gllli, n already begun, the FBI set up a
s OTI ~ ront business in Kenilworth called
J nIT , ElecllOllics and Securily Inc., run
~ y I agClll and I local police officer.

I rime ElectroDics sold whal cable
1.'Tll ·s wanted: conveners and descrlm­
bien !hal allow paying Cuslomers of Icg1ti­
mall .:abIe compuues 10 view premium or
pay- cr-VICW channels. 1llosc black belles
woo I be modified and resold illegilly.

By latc 1992. the investigltion had
widened considerably, thinks to new
mformation frum the Coalition OppoIing
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company, NovapleA Inc,. had been sued
by an operator called Continental
Cahlevision. and a California judge per­
manently enjOined No"aplex from mak­
Inll. selling and ,1Islnhullng pancake-type
<k":rlUTlblen.

To circumvent the order. Prevosl's
compames shipped components to
Ru~'1 operallon In Aorida. where they
wtlul... he lsaemble ... inltl de~crambler

umls. Ooce assembled. they were man.et­
,ed out of North Carolina. and often

~hipped by an aircraft company operating
in Elizabeth.

'The indictment also charges that the
ring boughl and sold 3.S00 converter
cable boxes thlll were stolen fRlm tbc e",­
denee locker of the Los Angeles pulice
depanmem; boughl and sold S800.000
worth of convener boxes !hat were heist­
ed from a cable openuoc ncar Baltimore;
h<'Ullhl and xtlld 21KI lMlles swlcn from
cable companies in Philadelphia an'"
Baltimore; and purchasa1 for resale 3.000

bOAes. valued at S400,OOO. lhal were
Silllen otT a tractor-lIailer heading from a
California warehouse to Aril.llOa.

What's NUl

As big as Operallon Cablelrap is. il
could be just the first wave of several
more prnseculions around Ihe country,
says NCTA oUlllllle ClIulIscl TlIlIl'onc. lie
agrees with Durie and Allen Ihal mosl
cable pirale5 are loosely associated. and

he nOleS the obvious. tIIld the go\'Ct1lmen
conunues 10 develop more expenise II
l/'llCking and prosecuting slk:h rings,

Timpone adds that the market coul,
dry up a lillie if cable operalors go abc
individuals who have boughl the blac
boAes and have been geRing fltt cable f(
monlhs or yem, Among the items conh:

, cated in the raids were cuslomer Iislll WII

lens of Ihousands of names across I~
counlry,. prosecuton say.

The associalion estimales Ihal eae
black box sold costs the industry close I

S2.S00. assuming what an average sui
scriber bUyS and calculallng Ihe bo~

npecled seven-year life span.
Moreover. some of thosc who ha'

pleaded guilly. Including frank Rusw 1II

Trey Prevost. hne signed cooperalil
aglttments wilh lhe government.

TImpone says lhere lire active pros
eUlions umund lhc country already I
nics a recenl guihy plea in Allama. wile
lhc "'efcndanl. Jnscph Ahhou.... IN

as.'iCssed as I.K mlllinn line.
Duric of General Instrurncm says i

not surprising Ihal slop!'lng Ihis type
lheft is so lough. He eSllmau:s Ihal I
entire cost of modifying a convener I>
and selling il. mcludmg the advertlsi
and shippmg costs. is only ahoul S2~

unit. "And these boxes sell on the hla
market for S3<XJ III S4(XJ. so you can s
1\•s a "ery lucrallve busmcss." •

Th~ indicrm~tU naming' Russo. Pr~"c
and Math~wson. among othus, IS aWl

ab/~ on Counul Connul in LIBRA.,
undu "N.J. Law Journal FIIII-TI
/)ocllm~n's,.. Su po,~ 22 for d~laj

S~niorwrilU Trm O'Bri~n con ~ nod
by ~·mail 01 lobri~n¥fcolUlS~l, com.
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